
promulgating a final rule. 36 If the costs of compliance are too high; if compliance will

preclude the introduction of new services; if the proposed standard cannot adequately protect

privacy; then the Commission is authorized under Section 107(b) to reject the proffered

capabilities. The result is that industry would not have to meet the capability requirement in

order to have "safe harbor." By contrast, under Section 109, if the Commission finds that

compliance is not reasonably achievable, carriers will be deemed in compliance unless the

Attorney General agrees to pay the incremental costs necessary to make compliance

achievable.

The Carrier Associations urge the Commission to conduct a thorough inquiry into the

costs and impacts of CALEA compliance before finalizing its rule. Manufacturers will not

want to develop hardware and software for CALEA compliance only to find that the cost is

too much, they cannot make it available at a reasonable charge, and carriers are seeking relief

at the Commission. Accordingly, the Commission should begin a reasonably achievable

inquiry as part of this rulemaking; otherwise, it certainly will be faced with reasonable

achievability petitions later, the determination of which will only further delay CALEA

implementation and increase costs to all concerned.

VI. CONCLUSION

The Carrier Associations urge the Commission to decide the legal issues associated

with capability as soon as practicable after notice and comment. The Commission should

remand to TR45.2 any revisions in the standard that are necessary as a result of this

rulemaking so that voluntary compliance can be achieved in the most cost-effective manner.

CALEA compliance should be suspended during this rulemaking and an industry-wide

36 Section I07(b) requires the Commission's final rule to (I) meet the assistance capability
requirements of section 103 by cost-effective methods: (2) protect the privacy and security of
communications not authorized to be intercepted: (3) minimize the cost of such compliance on
residential ratepayers: and (4) serve the policy of the United States to encourage the provision ofnew
technologies and services to the public. 47 U.S.C. § I006(b)(l)-(4).
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extension should be granted immediately. Finally, the Commission should commence an

inquiry into whether compliance for pre-standard installed or deployed hardware and software

will be reasonably achievable.

Dated: April 9, 1998
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SUMMARY

20242939D2 T-3S0 P.D3 Joc-30~

Both the Center for Democracy and Technology and the Department of Justice recently

filed petitions PW'SUADt to the Cumm\UlioatioQl Assistance for Law Enforcement Act of 1994

("CALEAJ, eballenainl the indUStrY -safe harbo~ sW1dard (J-STD·02S) AS dcficiClTlt.

T1A respectt\a11y requests the Commission to act 'promptly on both petitions and

immediately initiate a rulemalcing to resolve these challenges. Manu.facNrers cum:ntly are

devotiq tUlOrmous enaineerina resources to build the equipment and software to meet J-STD­

025. The cxisteDee oftheM chullenps - ~g, alternatively. dramatic expansion and

contraction ofthe sr.andarcl·· h6~ created areat uncertainty about whether manufacturers will

have to modify their solutions. To avoid unnecessary waste ~ftime. engineering resources and

lost opportunity costs. as well Cl.S to avoid further delays in implementing CAl-EA. manufacturers

are in need of immediate piduce from the Commjssion.

BeQAuse, eveD. on an mcpediteel basis. the Commission's substaDtive deu:nnination may

not be completed for several months, TIA hereby r.queata~ the Commiuion:

f1D.t immediately amulUDce, at the beginning of its rulemakiDg,tbat mfor=mCftt of

CALEA is suspended wui1 the Commission issues iu final determination;

seeopd, establish, also at the bqinning of its rulemakina, a reasaaable compliance

schedule ofat least 24 months for manufacturers and camet! to develop, install and test the

software and equipmeat neceslBl'Y to implement the Commission"s final decision;

third, establish an expeclitec1 schedU1~ far ad4rcssi1ll these chAl1cnpl, asui

fourth. should the CoJtUDission dctermw that J·STDa02S is deficient. remand any

technical standardizaUon work to TR-45.2.

.,.
9E/p·d 00p·ON S6p1 E8E 202 ~Il

£6171 £8£ c0c
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nA weleomcs the Comrr1isslon's resolution oftlUs dlfticult dispu.te and hO'pC$ that a

prompt solution will be possible.

..

9E>S'd 00t>'ON S6t>1 E8E 202 ~I~
r-C..,T (""'Or" ?n-~

WdLS:£ 8661"2 "~d~



AP~D2-98 13:57 rrQl:STEPTOE' JOHNSON ZDZ4Z9~9DZ T-360 ~05 Jcc-30S

TABLE OF CONTENTS

Summary

I. 2

n. n. Commission Immediately Should Suspend Enforcemcm
of CALEA Durinl the Pend.eucy ofIts RulemakiDs s

In. The Commiuiol1 Should Establish, at the Belilmina oCIu Rowcmakina, A
Reasonable Compliance Scbedule of at Least 24 MolItbs from the Date afthe
Commission's Fi.aal Decision for Industry to Build and Deploy the Equipment
and SoftWare Ncc:nsll)' to Implement that DeciaioD. 7

IV. The Com.mWion Should Establish an £xpediled Schedule for Add.ressing the
Compli;atecl Technical and LeIa11ssues Raised by These Petitions 11

V. Shoulc1 the Commission Determine that J·STO·02S is Deficient, It Shoulcl
lUmand any Technical StaDdardization Work to TR-4S.2 11

VI. Conclusion 12

a iii a

S6v1 ESE 202 ~I~ WdLS:E 8661'2 '~d~
<;6v1 £:8£: <:0<:



APR--D2-98 13:57 Frlll:STEPTO£' JOHNS~ 2D242S~90Z r-16o P. as Job-3C3

Before tile
FEDERAL COMMtJNJCATIONS COMMISSION

WulWagtollt D.C. 10554

I. the Matter of

Rull.aldDl Uader Secdolll006
of the COlla.lle-doDI Act of
1'34. u ...caeled., aDd Seedoa 107
of tile Co••IlIlica&tou AlllltaDee
for L•• E.lortemellt Act to Resolve
TccIuIlca1l11u.. ud EJtablbll
a New ComplbulI:. Scbedu.1e

To: The Commiuioa

)
)
)
)
)
)
)
)
)

Daeket No. __

2

PETITION FOR RULEMAKING

In the last several days both the Ce11t:er for Democracy and Tecbnalol)' ("COT) and the

u.s. Department ofJustice have med petitions pursuam 10 me Communications Assistance for

LAW Enforcement Act of 1994 ("CAL£A'"I askinS the Commission to dc:c:lare deficient the

industry "gafe hubor" sW1dUd (J-5,-o..025)1 jointly promulptecl by petitioner, the

ConununiGlticma Assisrlncc for Law EIlfOlament A;t. Pub. L. 103-414,101 5w. 4119 (1994).

;.aditiesht 41 USC § 1001lua

TM TtltcoeeUAicaaau tndUlII) AJsocWion ('11A") hIS provided complemenwoy copies of J.
Sm.02S to die Canunl.tslaa staff' f'ot tlleit &III ift chit and relaflld ProceedinlS. T1A requests mil the CCmmissiOil.
u lc hu daM in the PIS&,'", .., •• 41 C.F.L § l.1307(bX4)and 41 C.F.R.I 68.317.respcct the intellec:b1a.l propeft)'
rights otTlA and the AUIDc, tor Te1emmm uniC3lioas Iftcb!.IUY Solutions in this c:opyri!&hled do;umCl\t and. follow
the 111("'0. ofOm. of MaDapmeat aDd. Bud&et Cirl:ullr A.. I 19. F_raJ Pa"fcipat;o" irt U. DlNe/oplftttnt aNi
Use 01Yo/lmrtuY COIUVIIIII SttmtiliJlodl tutti ill Coljar",,1Y AuGSIttCIII Aetlvfli." 63 Fed. Itq. 1545. '6j (Feb. 19.
I991)(sp.oifYilsg that an~ otshOilld refcrenc:e YQIWrary eoDStal&lS ftIRdIrds.l1onl \lticb SO&&n:CS or Ilvaililbllity.
in appt'bpriltl pubUcadons, relulatory orden. and related iaIem61 docwnena.... Ira vohmtary standard Is used
uad p'ibUllbed in aD as-.cy doawBeftL [tho Commission) must observe and pro_t the riptl ofth.e cop)'ript holder
and any similar obliptians .,.
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Telecommtmications Ind.ustty Association (""TJAJ,3 emu Conun1ncc T·t, which ia spClnsorcd by

the Alliance for Telecommunications Indust1:)' Solutions,

PW'S\W1t to sectioQ 101(b)(S) ofCALEA and section 1.401 ofthe Commission's Rules.

41 C.F.R.. § 1.401. TIA hereby res~ly requestS the Commission to commence the requested

nalemaking to rcaolve lona-ttaDdiDa dispute. as to wbetbat the iDdUJtry .uandard is

underinclusive (as arguc:ci by law c:nforccment) or overinc:lusivc (as W'geO by priv~y

advoc:ates).~ TIA also urges the Commission to announce. pursuant to the explicit authoritY

;ranted to it under CALEA section 1070')(5), that manufacturers should suspend development of

cal'abilities to meet J-8TD-025 d\lrini the pcnclency of this Nlemaking and to establish a

r=.:scnable complianoe sc:hedu.le of at least 24 months from the Commission's final

determination.

1. IDtrDducdoD

On March 26, 1991, the Center for Democraq' and Technology filed a petition, pursuant

to seetiona I07(b) and l09(b) ofCALEA. &Skins that the Commission initiate a rulemaking to

review the industry I.l.safe barber" standard, J·STD-025. The COT contends that two provisions

} TIA. is a Md...' fil11.scryic:e 0'Idc associlliaD ofover 900 smlJJ and I... QMIlpaales tJlat prl.\vlae
communicatiOD.l ud ialGrmalioa ted2JIokJI)' products. maaeril1s. sysrems. dilD1butiDIII JClYices and profeDio"'l
,crvlc:" in the UDitId S... aacl~ tba *arid. T1A is accredited by me American Natioul SWldards Institute
(OfANSI'" to lSI'ue sClndards lOr me lDdus1:ry.

Scc::dor\ 1.403 ofth~ Cammtuioa'i Rules, 47 C.F.a.. § 1.403, ~jdes forJlGCke md oppol'Nllir)'
ror comment ia respotate to petitiOM fOr rvletnum, filed ww:t.,. s.Ma 1.401. SlN Ili.rtJ Sections 1.405 and 1.40".
47 C..F'.ll §i 1.40' and 1.407. III view of the urpatneecl for the Commi••101L to retolve mese UDique'y time­
seltsttlvc and lmpartant iu\103 and to e.bU.b • Dew compliaDce Idledule lIDde:t sectioD l07(bXS) of CALEA. TIA
requests that the Commission proceed clincdy to i.ssuu1ce ofa Notice ofPropased Ru!emakinl iA response te this
Pem10n fbr Ru1cmakiftl. A&&Chotity for such _ioa i. contained. ia Seaion 1.3 olm. Rula. 47 C.F.R. § 1.3• .uui
Section 40) oftbe ConwWlic:aciOM Actor 1934. as unenclcd. 47 U.S.C, § 1S4(j).

9E/8'd 00t"ON S6t'1 EBE 202 ~I~
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ofJ·Sm.o25 reganting ~\locatioD" and "padcet data" exceed the scope of CALEA and,

therefore, render the standard deficient The CDT also urges the Commission to "reject any

l'eCll.1est by the F,BI Of other agencies to further expand the surveillance capabilities of the

Nation'; telecommUllicarions s.yuamsu and to '1ind compliance \Vim the assistance cal)ability

reqUirements not reasonably achievable for equipment, facilities 8I1d scrvicca wtaUed or

deployed after January 1, 1995. and indefinitely delay implementation ofme statute, while

industry develops a narrowly focused. standarc:l."

On March 27t 1991, the Department ofJustice and the Federal Bureau ofInvestigatian

("Far') filed a similar petition. eonteftding that J-STD-02S is deficient because it fails to include

nine adc1itlonal survc:illanc;e fcaturc:s (colloquially known as the "'puch1ilt") that indusuy at1d the

privacy community had determinect ~ceed the scope ofCALEA. The Commission shoulc1 ac:t

on bath petitions and immediately initiate a. rulemaking to .resolve these challenges and avoid

further delay of implemcn1ation of CALEA.

The indu.stry standard. represents a good-faith effon by industrY to balance society's

c;ompcUng interests in preserYing Uidividual privacy, 1ecbnoloaical Umovauon and public safety.

Nevenbeles~ the ollgoiq dispute over whc:therJ..STD-02S is consistent with CAlEA's

requirements has delayed implementation of the Act by more than two years. Acc:ordingly. TIA

welcomes the Commission'S resolution ofthis l'fOlongecl dispute.

It is important that the Commission act promptly OD the pending petitions. eSpt':ially in

l'fovici.ing msn~ers with immad.iate gwd.uu::e reaaniina their compliance obligations. As

the Commission is aware. manufhcm:rers are devoting enormous =&in-rinI reso\llces to build

the equipment and software to meet I.S'ID-02S. S~ftware engineers at severa! manufacturers are

-3 ..

9E>'6 'd 00\7'ON S6\71 E8E 202 ~Il
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literally ready to enter the cade for the software prognms netc:ssaIy to implement parts of J..

STD-02S. The existence ofthese dWlenacs to 1·STD-02S ... seeking, alternatively, dramatic

expansion and conU'adion of the standard - has created areat uncC1'ta.inty about whetb:r

manufacturcn will have to modify their solutions. To avoid uuecessary waste of time.

enginceriq resources and lost opport\lnity COsts, as well as to avoid further =1&)"s in tu.=tihg the

Conpessional intent expressed when CALEA was passed. manufactUtm arc in need of

immediate iuidaDce from the Commission.

Because, eYeD on an expedited basis, the Commission's substantive determiJuttion may

not be completed far several months (or even by the October 25, 1991 compliance date), TIA

requests that the Commission immediately mnouncc, at the bCJUmiAg of its ruletnakinl: 1) tha~

enforcement of CA!..EA is suspended during the pend.ency of tbc Nlemalang (as COT has

suggested) and 2) that manufacturers and carriers will have a reasonable compliance schedule of

at least 24 months to develop. install and test the software and equipment Decessary to implement

the CatrUrtilsion' I: final decision. Otherw\$t. manufacturers will coDtinue to have to devote

scarce enaJ,DeeriD1 rcso~s to a solution that the Cammls.ion may IUblllque:nrly modify.

In addition. TIA reQommends that the Commission adopt. as the FBI has requested. an

expedited Nlemakina all the substance of the two petitions. Althouab these petitions concem

com.plicated tecbni.:al and lepl issues, TIA is hopeful that a comment sc:hedule similar to that in

the CommiuiOD'~ recc.at Notice ofProposed Rulemakin& (30-day comment period and 3Q.day

reply period) will1x: lUffioient.

Finally, as a further means of expediting this prctcss. TlA suSSUU that - if the

Commission does determine that J..STD-02S is deficient - the Commission identity the spec:lf1c

.4-
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capabilities it believes are required by CALM ancl consider remanding any c1etatl~ technical

standardization work to Subcommittee TR-45.2 (the TIA standards ifouP that initially developed

1..511).025 in cooperation with Comminee T-1). This division of lahar would permit the

Commiasion to focus its resources on the: lela! question ofwhether ]-Sm.o25 must be modified

without havtng to develop the ncccssatY implC!llCftUng techmca1 specifications. It would al,o

a.l.1ow TR.-4S.2 to ensure that any modified SW1danl is consistent with existiAl industry protocols

and capable of actual implementation.

n. The CDlDmiPioalmmecliately Sliould S..,peacl EDfoR.meat of CALEA During the
Pend.acy of It. RulemaIdDI

The Commission 1mmecliately showd suspond l:Dfortemcm of CALEA duril'g the

pendency of its rulemakina.S In section 107, Conaress clearly anticipated the problems that

would. arise ifthe FBl did not agree with an. indusuy staMan1's implementation ofCALEA's

capabilitY requirements, The stamte gr.LD.ts the Commission the authoriry to resolve: disputes

over inci\IIU'Y .&taDdard& usd to sat a comp1laDce schedule for tranSition to the final stsndard that

the Conunission promulgates.' Until the ~urrent uncertainty surrounding ]·81'0-025 has been

$ $dlpeuloll ofdo~llapmentwork. however. will not etftc:t cl\e on.'0in, pricUta effan betweeD
manufacNrcrs and Use FBI. As the UlJecOCDnulnications indusvy has iAGicu.clln I recant \efter to me Attomey
GeneraL ntinufac:Nra'S are commiae4 co collcinuinl atlt exercise. S.lecter tl'am MaIn. Man Flanilan (PrCSiOenL
TIA). Jay KitcheR (Prefoidclll. Personal Communic:adon:Ilndusay Assaciatioa). Roy Neel (Ptestdent. tJnited swes
Telephone Association) mel Thoma Wheeler (Pru~nt. Cellular Tel~ommUDlcatioallnclu&1r)' AUOCiadon) to t!ll:
Honorable Janet keno (March %0. 1991) aetaebcd .. AppendiX 1.

6
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resolved., manufacturers should not be required to devote engineerina rasources developing ana

implementing a sumdard that may be radically moclified in the next few months.7

Because AnY modification in J-STD-025 could reqwe complex changes in a

manufacturer's individual CALEA ,olutio~ proceedin& in the face of the current challenges to J-

STD-02S wowd cause manufacturers to wasce valuable enJibccring r=soun:ea, sacrifi<:ini other

profit.making activity, and expose the companies to the prospect ofhaving to create several

versions of its CAlEA solution.' This clearly would DDt serve the public interest. Even before

the pcding petitions, mllluwturers wen: concerned about the inherent WlCertaiJUy in working

to comply with a standard that the FBI had repeatedly said it would challenge. As a result, many

manufacturers have been. cautious about proc:c:c:cling put feature IS'pfOwoamon development into

actual implementation.

Ifa schedule for trmsitiOD to the revilCCl stanclartl is not provided by the Commission anel

maftufacturers are required tDcontinue to develop CALEA solutions durina the pending

Nlemaking, the various mmufac:turers' CALEA solutions will risk beinl incompatible with each

other. System incompatibility is Ul conno\lS risk for cervic:e providers. manufacturers and the

tndeatl, 1be Acto....,~I sUllessed II muc:b iP h"1'CCCDIleSIimony before the KaJuc
A.l'Propriatiolis Subcommi&tn for Commerce, Justice, State and rhe Judiciary. In bcrtestimoay,lhe Attomey
Galin! swM _ ill Mr.,iII., taUMciGa aflhia NlemWnI woutd goscpctne the compliance ewe by at leUl24
Moami - for If lease sa. mODdis durin& the plftdetu:y of rhe Commwi,an', review and. for Illeut an additional II
moncM Ifta' me Coauniaaiell i....Us final dacisioft te allow iadustry to build Iftd install the C!quipmCllt neceswy
to comply wltb the CGmmiDian's detcnnina&iclD. See Tc:Slimony oftbe Attomey Oenn before the HOl,lle
Appropriations Subcontlft1t'tle ror Commeree. State. JustiC&'. the Judiciary and ke1atcci Agencies (fearuary 26.
1991).

DtsiID ot dte softwaread hlrdware necessary to implement CALEA. capabilities is very l.bor
Intenstvc. As die Carnmbeioft ia weU aware, the telecomlluanications iIlduIUY is aome lhrOIlah aD enormous grDwth
thai has slrlined the paal fortalJDtId en&J,netn. In addition. thert are s~eral other pressing tel:hDicallssues - such
u Yoc 20ClO ("'VZK") OGIaplianc- - diudvw.~NLiability problems in the AllWork if llOt resolvc:d ia a timoly
manner and ~ompete fer these scarce fCSOW"I:tS.
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govemmmt. As the Commission is aware. local excbanee, cellular anel personal

COn:unWlieatiODS service ("pes'') providers' networks frequently il\termix various

manufacturers' telephone network elements. Thus, staJ\dards.based., compatible solutions are

critical to ensure tbal such devices are fully interoperable.9 Failure to ensure unifonn

el1gineerinc solutioDS will inereuc the risk of system UDNllability. customer di.talitfagtion and

frustrated. wiretap service. Rushing to cobble together disparate mimeeriDg solutions to avoid

enforcement a¢tions is sure to injure everyone.

ThUSt the Commission shou1cl provide manufaca.r.rers with immediate guidanc:e so that

they will n.ot have to make eS!&mtially irrevocable enJincering choices until the Commission

tIt Th. Comlllililoll Sbould Eltablitb, at tbe BeIt••'nl of Its Ral•••kiPl, A
Reuo.abl. CompJiucc SCbe.ul, of at LeISt 24 MDlltIu frOID til. D.te of tbe
Co••II.io. f s Filial Dcci.ioa lor ladliitry to Build ,ad Dep&o, the Equipmeat lad
Software Neeeull)' fO ImplemeJnlbat Dectaioll

UDder sectionl01(D) oreAtE-A, the Commission is req\Ji1'ed to "provide a teasonable

time and conditions for ~omp1ianc:e with and. traDsiUOD to any new standard,,,IO As the

1'hia fact wu recopized by Coqrna ill craftiaC CAUA to provide thlllftdustry (1Dd not
&OVel1Ulllllt) clecide whit daa it ta be ptO\'icted to law cnfOMmenL TAu. lb.sraMa is clcsipal to permit \nuay,
nat law enrorcltlDlDt to pronwlII" •• harbor IW-U for CAL£A capabilitY. Tha law also clearly provictcs that
onlY such "c:all idcDlifYiDl inf'onnlCiou" thalmlftufacNrenl hid thnat1vlS Ill"'''' iBlO their de~ICISmun be
provided co law IIlfCll'l:llDlllc,aad only tftbet data is rlUOhlb\y anilablllO he olrlClld.

S.cdOD 107(b) allow."a GD\lentmCht aaeacy or ",yother persall" mil belie..... tOe an ind\1S1l'y
standard. i.e deticieDc to

"petition the Camm~IDIl to esrabllsb. Is)' rule, technical RqLlircments or JWlcWd! mal ­
( I) III" me :It,lltUCe eapabilil)r requiremtftlS of ScedOR 103 hy cost etfec:ti..,e mecboda;
(2) protect the pri~ wi security of 'OmmnolcatiOl\S ftOllUdlarized tG be interCepCcd;
(3) Itliuimia the COlt afsuch com"Uuco Oft residential ratI'PIyen:
(4) scrv~ the j'OUe>, of tM Unired Swu to encourage the provilion of lU:W ledmoloBillS a.od .ttt\'ices to the
public; and

(Continued. ,..)
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Commission is aware, software development cffcrts for digitaJ telcphcny enhancements require

approximately 24 months ofreliealch and development time for manufacturers. In addition.

manufacturers (working with t1u~ir carrier c;u.stamcrs) require several more months

(approximately 6-1Z) tom~' their eqwp.m.ent facilities and services to accel't the new features

and to test the implemenlation. 1I In the present 5ituatlon, whc:rc Law Enforcement has. eX1)Ie5;e.d

311 inability to provide any son of test bed or other facility agaiDst "'Nch manufacturers might

test proposed solutions, the prc,cess could easily take longer. I~

(5) proo;idt a J'IUOnablotilu uel eonclitions for CDalpliuce with 110U'lMttion to any new Nftcllrd.
inc:1ucliDl deflftina ttl. obJi@lriODl orcelecommUDlcations c:amm unGer scuion 103 clnSI!\) transition
gerlocl,"

CAJ.SA. § 101(b);" tJ.l.C. , lD~(b).

In collCidtMa what c:auUCUlOS .l. reuonable _on for camp1ilnce, die COmmissiDa should
examine the other factors set forth if, section l01(b). For cump1c.lfpnslld to a.:celerP: their development and
IInplemene.uan solMduJe. less Uw. ~D yellS. tnaIUlf'aI:aare" woulct not be IIblCl to melt me ua!stlllee capabillty
rcqWJ'emenu by the mostcoswft'.etive methods. as roquil'edby Sectioft 107(bXl).

Slillilariy. &8)' wClwed I:OSU suffered by IDlbufKru,." in anempclni to satisfy tho
COlUlisaion's &sal determiDarlan iJi less than cwo yean wDUld inevitably be paueci b) eam.s who (depending on
wbether W)' were rtimbuned by me IOYtmmeDt) 'Mould be forced to pus~ casts alonl to the t'B.~n - a
ntlult du-.ctl)' eafttnr)/ to the aoa! of nsi.lWDiziD. the eo&ts or compliU'lce on midenda1 ratcpaye.r.s set forth in
Section l07(b)('2).

Finally, forWia iltdumy~ became CALEA complianl in under two )eIrS would DOC serve '"t.be
policy of the Uniced States to en.coul1lC &be provision of new ICClmolQSia and serwicCl to me public." u onormous
amounts ofwnc md eQBiJu:criD1m,~wer acblNisllmployea ill tho provision of such desirable techn.olocies to
th. publio would ka"e to be dedital!d to SIlilflliDa me Commislionls final dccerminttioD.

II SM Tatinaoay af Ma&tMw J. F\anllu (Pretidlnc. TIA) before Iht House Juc:lli:iary Subcommittee
on Crime (Octo_ 23, 1991) anachtclas Appendix 2. $" aho TIA Comments Uld. Reply CClDUftenu in the
CommiNiOft'.~ NlamaJcina. 1.1 abe Maaer of ComaumicatiOlU A";Stall~e for Law Enforcement Act. CC
Dockee No. 97-213. FCC 91-3''-

Similarly. ill dw ImpJefttlllClltion pUlt tubaUrlcd to CaqreJi OIl MU'Ch 3, 199'1. the Fal
"knowledged that stIIldll'd indUSOY Pt'IC'tice requires • least siX menth. or 5)'$&em enpeeril'l followed by an
adcUtfonat 12 months or CIllineerin~dcvelopmeld _fort: new falUnl can eVeD begin to be relQlled to carrier­
euscomcrs. C"nunwUcanans Assla_~ for Law Enforcement Act (CALEA) lmplementatioft PIu, fBI, a22 &. 23
(Mardi 3, 1997).

11 Despite industry' 5rcpea* fl:I:!Ulsts for sue~ infonftattoa, WI FBI $till hu not identified me rhltd-
pa.t1)' vendor who Is '0 b~ild Its 1;01 hrctioft "bas" and whee s&ach • l:01lection device would be avaUable !or lnterface

(Continued ... )
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Obviouslyf becallse manufacturers have already begun work toWard imp!ementing 1­

5TD-025, depending on the extent to which the Commission leaves J~S1"D-02S unmodified.

industrY would 'not require the ordinary 30-36 months to develop and install software and

equipment conalst8nt with the FCC', final ~termination. However. as the Commission is well

awan: from its recent Notice of Ptoposect JtulImakinI. I3 bl:call.$C of regrettabl_ clelay; in the

indusuy standards precess (because oftbc on-going disputes over CALEA requirements) and the

publi~ation olthe FBI's tiD&1 capacity notice (well beyond the date Congress had anticipated), a

two-year extel'lSion ofthl: compliance date is already necessary.L' In~ even the Department

ofJustice bas recognizecl that an extension will be necessary, given mmufacturers' cu.m:nt

anticipated d.eployment Khcdules. IS

A~cotdin&1Y, the Commission should establish a reasonable compliance period of at least

24 mon1hs for industry to develop aDd install the software and. equipment ftecessatY to implemel\t

the Commission's :fiaal decision. itrespective of whaI that clctcnnination miabt be. This

~omplianCl. period is cocWJtem with normal industry prac::tice as well as the Attorney General t s

recent testimony before the House Appropriacio", S\lbcommittee for Commerce. Sute,lustice

testUll with manut.u:turn' .so!utU:lal, TtA would &1l'It the CommisJion to use this nllemakina as aa 0JaporrunitY (I)

obraia \hi. critical intornsanoD ft_ me Fll.

13 la~Malta' ofCommunlC8ioas Assistanc:e for Law Enfor=ment Act, NMice of Proposed
R.uleD\aIWs.. CC I)ookM 'No. 91-213, FCC 97.356 (released Oct. 10. 1991).

I" s.. ,.g.. the numeruus Coaunenls and reply CommenD filed iIldte Commission's rRIlnt Notice
of 'Proposed kulemlkin.. incluua: ComD'leIUS ofthe Amcricm Ci\'ll I,.ibenies Union••~ \0; bply COllUl\etlts of
tho Am.ril:1IUl Civil LiMtiec Uaiaa, It 5.1Q: Commcl\tl arm. Unitccl Stuts TelO11hoGo AlIOC!Gdon. at 13.14; Itoply
Comments of the PlNoel! CammUfticatioli1 lIKtUSU'Y MICeIIIion. at S·7; R~l)' Comments of the
T.leccnnmunlcation. Indutay AUOtiariaD. at 6-8.

Jowt Potition for ~pecUs.cl RUlamslc.iq.' 111: CammUJlicatjOlls Assiscance for Law
EafoJament Act (CA1.EA) lmpJemenmiOllIlepart. II 15 & AJaPMdJx 8 (JUlUU) 26. 1991).
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and the Judiciary. Whete she cstimawl that industry would require at leat 18 months to build the

c:quipment and software necessary to confonn with the Commission's f.LDa1 decision. 16

TIA therefore respectfUlly SUllcsts that allowing in<lustty twO years to achieve capabHitY

c:ompliancc after the pramu!ptioB of the news~ is a reasonable schedule. By promptly

auouncina that the October 25, 1998 ccmpUIDCe dale bas been tolled. and that ind.ustry will be

provided with a1: least 24 months to comply with any flDal dccisioa it may reach. the Commission

would permit both i~lf and induitry to focus re!Ourccs em expeditious resolution. of the current

petitions, rather than the bUDdreds (if%lot thousands) ofsepl1'8te petitions for extension of the

compliance date (under section 107(c)) which industry is already preparing.

FinallY1 the Commission's extension should add:css the numerous inc:iuatriti (e.g.•

pagins) for whicb noi1hcr capability Dor cap-.ity requirements have been established. Bom J.

5TD-02.5 and the FBI's reccatly released Final Capacity Notice only address wirelme. cellular

and pes providers.11 lndced. semor officials ofbotb the Depanmcnt of Justice and the FBI have

recopi:zed that. because of resource constraints, the FBI has Dot focused on other industries and

that compl1an,e for s"h Uulwstries will have to De postpoaec:l W1tU after compliance for the

wi.telino, cellular mel pes industries has been resolvecl. As a result. the CommiS$ion should

I' SatT~of. AftClmC)' Ciesslra1 before the House Appropriations Subcammittet for
Commerce. State, JUStice. tho Judiciar)' and R.etawd Agenciei (Pebt1dl')' 26, 1991).

1'7 SA Imp1emlldation of Scdion 104 oCme COmm\UlicatiOl1. AS5isW\ce for l.aw EnforGement Act,
FBI. 63 Fed. R.q. 1221', 12220 (MIrch 12.1901) (""mIl Final Naticc otCtpu:ity should be viewed as the ftl'st
phase .ppUcable to celacommunieatiou~ ofMrinS~icel tblt arc af mOlt ilNllCdi.te CQDl:et'n to law
cntbrCImCDt - that lao tRO$Cl telecommuniClUioIU~ afF.nnl lacal eub.aqc suvtces md Certain conuncrcial
mobile radio seNices, spec,rlC&11y cellular se~ice IU'd petSOMl con1nlW1icatiofll se.Mct."); Joint Petitioll for an
Ea.pcdltcci R\llcmakinl b,. the CMpwtlMat ofJuctiae and Federal Bureau oftn.¥esc1atiOll•• 3 (flied Mar~h 21, 1991)
(indicating thai .f.ST1)..()2S only applies CO wirelin., cellu'ar aad PeS canim).

·10·
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ensure that the new compliance schedule extends to manufacturers ofall telecommunications

equipment. not just those explicitly covered by I-Sm-02S.

IV. The ComllliNioa IJlould E._bUill •• hpedited Schedule for AcldreuiDI the
Complle.ted Tecllaialaad LCCI' bl..u Railed by n ... Pet1tio111

All parties involved in this c:1ispllte would prefer as expeditious ofa determination as

pCluible nom the Commislion. Aa:QMinab, nA qrees with the Department of Justice's

request that the rulemak1nl be piKed on ploSblic ILOtice as SOOft as pouible.

As mentioned above, TIA qes \be CommisSiO!1 to announce at the beJinning of its

rulemakine that: 1) compliance with CALEA is suspended during thepe~ of the proposed

mlemakU1g. and 2) that industry will be provid.ecl at least 24 months from the Commission's final

dewminatioft to design, develop and i.Dsta11 the software and equipment necessary to implement

the Commission's decision. TIA also requests that the Commission announce a comment period

similar to that adopted by the Commission In its previous Notice of PropoJCQ R.wcSMking -- with

an initial 30 day comment perioc1ancl asubsequent 30 days fot reply comments.

As the Commission is wella~, these petitions couccm complicated technical issues

that are not always easily coDveyed in writing. Th~ nA's members are willing to make their

engineers available to th. Commiuioft "aft'in any additional forum that the Commission might

desire.

v. Sbould the COlDmi·.loa Deterllliae that J.STD-025 II Offtcieat. It Should Remaad
Uf TtdlaJcal 5taadardtzadoD Work to TR-45.~

In the event that the Commission d.eterm1nes UW J..STD-02S must be modified, TIA

5USICSts that the Commission remand any technical standardization wark to the subcommittee

• 11 -
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that otisinally created the standard - TR-45.2. Dele.atioll to TR-4S.2 would permit the

Commission to focus 011 t= legal questioD ofwhether certain features must be added or removed

fi'Dm J.sm-02S and avoid expending resources ereatina technical specifications for any such

rnodification,. Del••moD to TR-4S.2 would. alia allow that subcommittee to ensure that any

modifications are hannotS1ous With cx1St1D.g lnc1ustry pmtoc:ols u well as tha new Lawfully

Authorized E1edr01Uc Surveil1aDce l'LABS'') proto~olf aeatcd by I·STD-02S specificallY to

implement CALEA.

On remand. the Commission should provide both: 1) detailed JUiclance of any

modifications it bas decided. must be made il11-STD-02S and 2) a reuoftable deadline for the

subcommittee to complete its work (with an appropriate adjustmeJ1t of the compliance date).

The Commission could also consider assigning a !taffmember to panietpate In th~ procceding3"

Depe.11ding on the number and technical complexity of a.n.y mcdifications, 11A would suggest a

otte year deadline for the subcommittee to publish any modifications, II with industry required to

comply ~th the modified SW1Cla:d within 24 months.

VI. Coac)ulioB

TlA is proud ofthe hard work and aoocl faith efforts made by the members Df

subcommittee Tlt4S.2 and. Committee T·1 in establishing I·STD-02S. The members ofthese

bodie! represc:nt some artho finest system and design enameen in the world. For morc than two

yean they workeel closety with law emorcement to develop &standard that aehieoved

Aanc..~ear deadline is c:ansilClllt widl the IChcdWeldopted for lb. cun'IIlt EMac:ed. Surveilluc:e
Services standards projec:t. thIs projtct. whidl WIt inidattd in JUUlt)'. Is 1CMcN1eG 10 10 10 ballot b)'J_~
1999. with a fJnl1 ):Mablicll1ol\ date in. April 1999.

9E>8T "d
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ConpessioDal iDreat :mil proyided aeatefUl ba!a=c between sadety's IJltIft:St In prcset\'tng

inclividual priVICY, tedmolollw innovation and law enforcement's ability to execute coun-

sur.r:oundinl this stIDdard. Accard1nlly, TlA uqes the Commjsaioll to immedjaW)' initiate this

ru.temaId.q, IDA to:

1. suspead UzuDediate1y onfmeemcnt. ofCALEA wstiI the promwlatiou of
tU Commlut01l', flDal cictcnzWauioo oftbil aa.p~

2. establish, at tile beliJmiDl of its N1emalWll, aneuoaabtc ~mpli...
schIdu1e ofat least 24 moDths for inclumy to d.evc1op IJlCl iDstal1 the
software IDd cquipmcat nec:CSIIl)' to imp1emeDt the Ct)mmission's final
detl!11DiJ&aticm;

3. esrablim aD exped1te4 sc:bedule for add.rcssiq 1bI oompliaatecl cteluUw
mel lell1 iss.. raised by these petitioaa; ami

4. shou1clm. ComaliliiOll detanaiae tbatJ-S~ is defici=. remand any
teclmica1 stedardiation work to TR.-4S.2.

StewtI't A. BIker
'Ibomu M. BubI
lamc1M.T'-'
L. Beajamia"'"
Steptoe &10"0 LLP
\330 ConnactiCdl Aveaue. N.W.
WuIWJatou, D.C. 20036
(~02) 4~9--1000
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